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Data-driven Public Service Delivery in the North Sea Region

D4A Solution — ethical roadmap

Name of your institution and contact

Place of the implemented solution

Implementation level (e.g. internal, municipal, intercommunal,

regional)
Dimension Ethical
Subdimension . Interoperability
. Data management
. Data governance
. Data risks
. Data values
. Data openness
. Data ownership
Problem Data-driven public projects often face ethical challenges such as
lack of representativeness, risks of discrimination, loss of trust, and
unclear accountability. These issues are not fully addressed by legal
compliance alone. There is a need for a structured ethical approach
to ensure data practices align with human values such as justice,
autonomy, transparency, and inclusion.
Solution A six-step framework that supports public organizations in
embedding ethics throughout the entire data project lifecycle:
1. Before starting: Assess justification, values, vulnerable
groups, and communication.
2. Data collection: Ensure necessity, privacy, meaningful
consent, and bias mitigation.
3.  Storage & security: Apply encryption, access control,
retention limits, and governance.
4.  Analysis & use: Promote fairness, transparency, and
representativeness in insights.
5.  Sharing data: Prevent re-identification, misuse, and
ensure proportionality.
6. Evaluation & accountability: Reflect on outcomes,
involve citizens, and share lessons.
Feedback Provides a practical, values-driven approach to help governments

navigate ethical dilemmas in data projects, promoting inclusive and
trustworthy practices.
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Format (e.g. Open Source)

Downloadable pdf

Costs

There is no implementation or operation cost.

Links

The document will be publicaly available on the project website

Screenshots, visuals, images
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Ethical Assessment Framework for Data in Cities and Municipalities
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Step 1: Define Furpose and Valoes.

ey Questions

+ Daes goniz ane
f Wihich values [privacy, sutapamy, justice] ar= essential?
f Are:all stakeholders imvalveg, induding vinerable groups?

f Haw is transparency towards citiens enzursc?

Actions
A Decsop avaive: ma

Zoatet avalues map:

 Make values exglict What ethisz] ané societel vakees are sssential for this project?
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f suppert gec ing; Hes in making ez ponsizle cnoices.
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Shases o the praject.

. Systematicallyinvoie siakehoicers and citizens.
£ Conduct sn imasct snslysiz
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 13ne gataze representative ang inclusiver
 are sias sna siscrimination setively countersa”
e the analysis respec the interesis of wwineragi groups?
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actions
& T ror viss using Faimess maicators.

B, Use expinasie Al metnocs.
€. Conertusiizs rezuits with ciesr ingurge snc visuat

Step 5: Data Sharing and Publicztion
oy Questions
o ingiviauas oe inentifea* saw con thi: e preventear

15 the purpuse of data sharing st and propartionate?

KW ge e nzure thire paries g0 not miguse e cxtar

Actions

A, Appiy snomymizstion ana data minimization.
B Estabin coniracts and zusts for sinical thirc-party use.
<. Aciively inform ditizens sout deta sharing
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Step 6: Evalustion 2na Accountasility

P

f e the aroject

 How i ctizen fesdback incorparates?

 Hw g we sccount for our Gecisions 1o sadety?

Actions
& Conduct systematic impect evalustions.

B, Ectaiizn fesconck mechanisms with ditizens,
. Report transparentiy on sthical decisions.

Core Frindples
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Transparency: Ciesr commusication sns xpisinas
parency; explaingcidey
(3 sustice: Guarantee inciusion and ror-dizaimination

() privacy-oy-oesign: Handie cata witn respect for perzonal information.




